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Bluetooth low energy security research
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Abstract: Based on the purpose of improving the security of Bluetooth Low Energy (BLE), through the deep analysis of BLE
security mechanisms, a security risk of encryption key of Advanced Encryption Standard (AES) that is used by BLE is found.
A cryptographic security mechanism is proposed which combines the advantage of RSA asymmetric encryption algorithm and
AES symmetric encryption algorithm. The mechanism uses RSA encrypt AES’s key before key distribution, and then uses AES
encrypted communication between the two sides, so an attacker cannot get AES encryption key and cannot decrypt the
information, thereby improve the security of BLE. Through simulation experiments it proves that the encryption speed and

time-consuming of the mechanism is within an acceptable range.
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Fig. 1 Combined encryption process
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Tab. 1 Comparison between combined encryption and
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